
Cyber insurance is fast becoming an area of key concern for SME businesses of all types and sizes

The Office for National Statistics said in July that there had been more than 5.8m incidents of cyber crime in the past year. 
That’s enough to almost double the headline crime rate in England and Wales. This the first official estimate of the true scale 
of online shopping scams, virus attacks, thefts of bank details and other online offences. In fact, one in 10 adults has been 
a victim of cyber-crime in the past year. 

Each attack, whether it’s your business being hacked or 
simply picking up a computer virus, costs you money to 
put right.  If your clients are affected, it can cost you 
future business and ultimately, your commercial and 
personal reputation.

The signs of a cyber attack can be hard to 
detect. It can start with slow Internet 
activity, having to reboot your 
computer or an unreliable local 
network connection. If you are using 
older hardware, it may seem par for the 
course and not immediately raise any red flags.

The first sign to look for is a slow connection

Sluggish Internet that drops in and out can be the first 
sign that your company is under attack. 

These are often a result of ‘denial of service’ attacks 
that try to overload your system with data 
requests. It eventually results in a crash as 
your systems are unable to cope.

The second sign is pop-ups that 
indicate the presence of malware

Pop-ups are a common sign of a malware 
attack. You may experience your computer 
slowing and sudden crashes too. As viruses and 
threats become more advanced, a growing number 
are able to navigate around existing firewalls to target 
unprotected systems.

The third sign is phishing scams that target employees 
and customers

This is the most obvious sign of a cyber attack, but 
along with viruses, cyber scammers are getting 

smarter at what they do.

Phishing scams are attempts to trick you 
into giving out personal information 

such as your bank account numbers, 
passwords and credit card numbers.

They may send an email to your staff posing 
as payroll in an attempt to capture personal 

information. They may also send a convincing 
email with malware attached that an unsuspecting 

customer could download onto their computer. 

Even firewalls won’t prevent hackers spoofing a senders 
name to make the email look as if it’s coming from a 

known and trusted source. 

Research from AON Risk Solutions found 
that 31% of small businesses consider 

being online as key for their business. 
Despite this importance and the size 

of the risks, only 7% of small businesses 
actually have cyber insurance!

Find out how we can help you protect your 
business from the growing threat of cyber-crime, 

simply call us on 03453 304 305  or send your enquiry 
to enquiries@prioryinsurance.co.uk

Welcome to our latest Newsletter. 

If you would like any assistance or 
have questions regarding the articles 
in this Newsletter, then please do not 
hesitate to contact us.

www.prioryinsurance.co.uk

business news

Cyber-crime – a growing threat

A 3.5% increase in Insurance Premium Tax (IPT) to 9.5% was announced in the 
2015 summer budget and came into effect on 1 November 2015. This increase 
affects the majority of insurance backed products for both individuals and 
businesses.  We advise all our clients to take this in to account for your renewal 
premiums. Please contact us if you have any questions.



Under-insurance – it’s just not worth it
We all know stories of friends and colleagues that when a 
catastrophe struck, their business was caught in the crossfire. 
And in tough economic times, there is pressure to keep insurance 
premiums at a minimum. 

However, although you would expect an insurance broker to 
say this, it can be a false economy.  Let us put it into context, 
2014’s insured losses in the UK were £500m.  Within the same 
time-frame there were £130m of uninsured losses. (Source, the 
Knowledge, The Insurance Times)

So it makes sense for your assets to be re-valued regularly. For 
insurance purposes, this should be every 3-5 years to make sure 
there are no nasty surprises in the event of a claim.

Many leases make provision for revaluations to be passed on 
to tenants in the service charge. Up to 80% of properties are 
underinsured and 40% of businesses have inadequate business 
interruption cover, according to the Building Cost Information 
Service and Chartered Institute of Loss Adjusters. 

Small firms are particularly vulnerable. For example, two thirds of 
small businesses were badly affected by severe weather over the 
last few winters. According to the Federation for Small Businesses, 
damage from the 2013/14 winter floods cost an average of 
£1,531 per business. 

It is often only in the event of a claim that under-insurance gaps 
are discovered. Under-insured businesses frequently go out of 
business because of the extreme financial burden of an incident.

According to the Arson Prevention Bureau, 70% of businesses 
involved in a major fire either do not reopen or fail within three 
years. If you haven’t got the resources to cover loss of earnings 
in addition to fixing the damage, it’s likely to end up in your 
business closing.

We can work with you to make sure risks are properly assessed 
and valuations are up to date. We have access to expert analysts 
and underwriters to review any specialist business or asset.

Once a loss has occurred, it is too late to avoid the negative 
impact of under-insurance and this is why it is so important to get 
the right sums insured at renewal.

Carrying out valuations regularly will not always result in 
premiums going up and it is not unusual to find that the sums 
insured are too high and actually need to come down. Even if 
the sums insured go up or indemnity periods are increased, the 
impact on the premium is often less than you may think.

Make sure you don’t lose out because of under-insurance in the 
event of a claim, call 03453 304 305  for a full risk assessment.

Key Person Insurance Essentials
Key person insurance is simply a life insurance on the key person in a business. In a small business, this is usually the owner, the 
founders or perhaps a key employee or two. These are the people who are crucial to the business, whose absence would seriously 
affect the viability of the company.

• Key Person Insurance protects your business against the financial loss it may suffer as a result of the death or critical illness  
 of you or any person that is important to your business.
• Especially if losing a key person could lead to your business being unable to repay a loan, meet customer  
 obligations or operate effectively.
• A key person is someone whose skill, knowledge, experience or leadership contributes to your  
 businesss’s continued financial success.
• It can include a senior manager, someone with specialist skills that maintains important  
 client relationships.
• It protects against the financial impact of

 − recruiting or training a replacement of specialist skills or accreditations,
 − loss of goodwill that could make it harder to raise capital or attract new investors, 
 − customers and suppliers losing confidence in your business.

Call 03453 304 305  for more information.



Five Ways Private Landlords Can Stay Compliant
1. Tenancy Agreement
Update your tenancy agreement and check the special conditions and side notices you wish to include. Pay 
particular attention to the prescribed information and deposit conditions.

2. References & ID/file Check
Ensure that you have carried out thorough checks on your tenant before they move in and that the 
person signing and moving in is the same person you have referenced, by checking their identity and their 
immigration status. 

3. Prepare Your Service Details
Ensure you have proof of service all of the items you need to service at the beginning of a tenancy, such as gas 
certificate, smoke alarms check, How to Rent guide, Energy Performance Certificate, and any local constraints 
tenants need to follow such as parking restrictions or use of shared areas.  

To protect yourself in the future, ask your tenant to sign your checklist to show that you have carried out all of 
the required steps as laid out by the De-regulation Bill.  Without these you may not be able to issue a Section 
21 and seek a possession order.

4. Have Landlords Insurance
Landlords' insurance isn't compulsory, but some lenders make it a requirement of taking out a buy-to-let 
mortgage and it protects you for risks not covered under domestic policies.  A complete landlords’ policy 
should include buildings insurance, accidental damage cover and financial protection against loss of rent.

5. Subscribe to a Legal Resource and Learn
Managing your own property saves on agency fees, but puts the risk on you.  By not issuing a ‘How to Rent’ 
guide can mean you cannot evict the tenant using a Section 21.  

Not issuing a gas certificate or checking smoke alarms, could lead to prosecution, so make sure you are 
aware of ALL the things you need to do when you start a tenancy to protect YOU and reserve your rights as a 
landlord.

For more information on staying safe as a landlord check out the Resident Landlord Association (RLA) and 
the National Landlord Association (NLA) websites.

Talk to us about the right level of Landlord insurance for your portfolio, call 03453 304 305  

Expand and protect your opportunities with Surety Insurance
High value contracts, whether relating to construction, information technology, bonded goods or other services, represent high risks  
for those financing them.  The implications of a project not being completed on time, or even not at all, can spell disaster for the 
companies involved, especially when large sums of money are at stake.  

Businesses in complex or high value contracts 
can ask suppliers to provide some form of 
surety insurance, usually in the form of a 
bond.  A surety bond is a guarantee to pay the 
direct loss suffered as a result of a breach of 
contractual or legal obligations. 

A breach would usually occur if your business 
is responsible for delivering something and 
becomes insolvent.  A surety bond is a written 
agreement that transfers your customer’s 
risk of you defaulting to a surety, providing 
protection under a contract.

Even where clients don’t require surety, 
complex projects can mean that you could still 
be vulnerable.  

If you are a joint venture partner or part of a 
supply chain, you need to cover your business 
against the failure of a specialist partner.  

An increasing number of public and private 
contracts require security for contractual 

obligations. This security can be provided via a 
surety bond or guarantee. 

However, providing surety can reduce the 
availability of bank credit lines and impact the 
financial flexibility you require to finance your 
investment in a project.  

When a bank issues a bond, the  
value of the a bond is usually offset 

against your banking facility

Having an insurance company facility means 
that your working capital and bank borrowing 
facilities are not affected. A useful addition to 
your company’s liquidity.

The most common industries that are 
using various types of surety product are 
construction, engineering, infrastructure, 
transport, telecoms, renewable energy, oil 
and gas, as well as the corresponding support 
services for these industries.

Once a bond is in place, you can plan ahead 
and tender for new work in the knowledge 
that you have a facility available to meet your 
customer’s requirements. Surety bonds provide:

• the ability to reinforce your reliability by  
 providing beneficiaries with a first-class  
 guarantor,
• access to new markets and win new  
 contracts while securing your clients,  
 commercial partners and public authorities  
 confidence,
• a way to optimise your cash management  
 and benefit from reasonable financing  
 costs.

Whether you have a specific requirement for a 
Surety Bond or Guarantee now or whether you 
are simply looking for some guidance call us on 
03453 304 305  to discuss your specific needs.

Alternatively send your questions by email to 
enquiries@prioryinsurance.co.uk

http://www.rla.org.uk/
http://www.landlords.org.uk/
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Our firm is a member of COBRA Network, one of the UK’s largest organisations of independent 
commercial insurance brokers. This gives us significant negotiating power in the insurance market. 
We fully retain our business independence and take advantage of this combined negotiating 
strength to ensure we provide you with insurance cover that best meets your needs at the 
most competitive rate. The combination of our personal service and the powerful resources and 
support of a larger organisation puts us in a unique position to meet your business and individual 
insurance needs, enabling us to deliver and maintain excellent client service.

4 Ways To Reduce Your 
Business Expenses 
1. Automate credit control
By using your accounting software, like 
Xero to automate alerts on payments and 
adding interest on overdue payments 
automatically, you will spend less time 
chasing debts, and help your customers 
change their behaviour to pay you 
promptly. Overdue debts have a tangible 
cost on your business, using tools like 
GoCardless, you can set up business 
standing orders for repeat transactions 
and pre-payments.

2. Go paperless
The cost of paper systems can soon 
add up. As well as the paper itself, you 
incur print costs, stationery and even use 
valuable office space for storage. The 
more you use photo copiers, the quicker 
they will wear out and need replacing. 
Start by tracking who, or what processes 
use the most and tackle those to create 
the biggest savings. Share files using 
tools like DropBox.

3. Use flexible labour
The Gig economy is transforming how 
businesses deliver repetitive tasks or small 
projects that you don’t have the skills 
for in-house. For designing a brochure, 
building web pages or carrying out some 
spreadsheet work, it could be cheaper 
to pay someone by the hour than taking 
your team away from their value adding 
work. Try finding people using Fiverr or 
People Per Hour.  

4. Travel less: Use technology
The biggest cost of travel is time. The 
time it takes to make the simplest of 
journeys can be unpredictable around 
cities and the motorway network 
thanks to traffic bottle necks. Try using 
platforms like Skype and AppearIn for 
remote meetings and conferencing to 
save money and time. Meet people 
without leaving the office.

Protect your business  
from bad debt
More than half of small businesses have had to  
write off money owed to them as a bad debt  
in the past 12 months, according to a report  
by Company Check. 

If applied to the UK as a whole, the  
Federation of Small Businesses say  
that’s some 2.8 million companies.

As the majority of firms use profits rather than savings to grow their business, it reinforces how 
important it is to get customers to settle their debts. Considering that 40% of the value of a typical 
company’s balance sheet is based on the sales ledger, defaulted payments can choke cash flow. 

More than 7,000 trade credit insurance policies were taken out by small businesses in 2015 to protect 
themselves from this risk. Trade credit insurance provides cover for businesses if customers who owe 
money for products or services do not pay their debts, or pay them later than the payment terms 
dictate. 

It may also insure the risk of non-payment following an event outside the control of your customer, for 
example the risk that money cannot be transferred from one country to another. 

Some insurers offer additional products, such as collections services, buyer/country rating, portfolio 
assessment and securitisation. It’s not the same as factoring, which is outsourcing some of the activities 
of the credit department. 

Factoring companies purchase your invoices to ensure payment at a fixed date and make it possible 
for companies to fund all or some of your invoices. That enables you to cover your operating capital 
requirements with shorter payment terms. A factor company does not provide cover against non-
payment on its own. Many factor companies partner with trade credit insurance companies with regard 
to providing this cover. 

The Association of British Insurers (ABI) figures show that £149m was paid out to businesses under the 
terms of trade insurance policies in 2015, the equivalent of £3m a week. Those funds were principally 
to support businesses when a customer did not pay them money owed.

Analysis from Euler Hermes Quarterly Overdue Payments Report in the Spring shows challenging times 
ahead. The number of overdue payments experienced by UK businesses reached a two-year high at the 
end of 2015 and are continuing to rise in 2016.

Get in touch when you need to offer credit terms on new contracts or to new customers to get cover 
in place. We can give you the confidence to extend credit and improve your access to funding, often at 
more competitive rates.


