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Are you ready?  The Data Protection Bill had its third reading in the House of Lords on 17 January and 
replaces the Data Protection Act 1998. This Bill incorporates the EU’s GDPR into national UK law
There is a lot of GDPR information readily available on the Information Commissioner’s Office website.  The ICO states: ‘Many of the 
GDPR’s main concepts and principles are much the same as those in the current Data Protection Act (DPA), so if you are complying 
properly with the current law then most of your approach to compliance will remain valid under the GDPR and can be the starting 
point to build from. However, there are new elements and significant enhancements, so you will have to do some things for the first 
time and some things differently’. There are 12 specific steps that businesses should be taking in the first instance and these can be 
downloaded from the ICO website   Also, visit the ICO’s online help-line specifically for small companies.  

Whether through human error or ignorance, companies are exposed to 
cyber risk through their employees and must consider their defences
One in three companies have 
experienced a cyber incident in the 
past 12-months, according to Bridging 
the Cyber Risk Gap, the latest research 
from insurer Chubb.  

As a direct consequence of this, a 
significant majority realised they were 
less prepared than they had hoped. In 
many cases, that lack of preparation 
will not have been around companies’ 
digital defences, instead the problem 
will have been with their own people.

Few firms in the UK understand or 
address effectively the human element of their cyber risk. Around 
70% of cyber security breaches result from phishing attacks, and 
a growing number from broader social engineering by criminals.

This does not include the number of cyber breaches that result 
from simple human error, without malicious intent.  Here are a few 
easily recognisable scenarios: 

 � the employee who emails important data to someone they did 
not intend;

 � the employee who falls for a scam email; 
 � the employee who opens a link in an email without verifying 
the sender’s address; 

 � the employee who goes online and inadvertently downloads 
malware onto a company computer; 

 � and the employee who accesses company information from 
their own device and introduces malware.

The above are a combination of simple human error, ignorance or – 
more worryingly – sophisticated attacks known as ‘spear-phishing’ 
in which information gleaned from social media or a company’s 
own website is used to dupe an employee into doing something or 
following a link which exposes the company to risk.

All firms should undertake a holistic audit of their cyber exposure. 
In each area, pre-loss planning can minimise the likelihood or effect 

of an attack. The areas are: awareness; 
protection; detection; response; and 
resilience.

Awareness involves understanding in 
detail the business environment, what 
risks exist and what regulation applies 
to a firm in the event of a cyber breach.

For protection, companies need 
to implement ‘best-in-class’ cyber 
hygiene, including proper data-
handling protocols, identifying a 
responsible information security officer, 
implementing technology or buying 

protection against identified risks.

Detecting intruders as quickly as possible is key to limit the damage 
attackers can do. This includes both technology-led solutions, and 
offering incentives to staff to raise the alarm quickly if they see or 
do something unusual.

Companies need a 24-hour response system that allows rapid 
action, including notification of those affected after an attack, as 
well as cleansing the system of malware.

Often referred to as business continuity, resilience is about the 
long-term protection of revenue, and includes communication to 
clients about resumption of business, rapid restart planning, and 
pre-planning to find alternative routes to market in the event of a  
complete shutdown.

Cyber-crime and fraud prevention can seem complicated, but 
they needn’t be. Start by putting simple, everyday steps in place 
to ensure you and your customers are well protected. If you 
are uncertain about how to protect your business from cyber-
crime, contact us on 03453 304 305 or send your enquiry to 
enquiries@prioryinsurance.co.uk 

Thanks to Post Magazine; Lauren Webb, London cyber underwriting manager and Nick 
Bellamy, principal cyber risk engineer and technology industry practitioner at Chubb

https://ico.org.uk/media/for-organisations/documents/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/global/contact-us/advice-service-for-small-organisations/
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Fee For Intervention — be aware!
If you or your business is found to be in material breach of health and safety law, you will have to pay for the 
time it takes the Health & Safety Executive (HSE) to identify the breach and help you put things right.  This 
includes investigating and taking enforcement action and is called ‘Fee For Intervention’ (FFI).

If it transpires that you have not broken 
the law, then you won’t pay anything. 
Dutyholders who comply with the law, 
or where there is no material breach, will 
not be charged FFI for any work that HSE 
does with them.

FFI applies to dutyholders where the HSE  
is the enforcing authority. This will include:

• employers
• self-employed who put others at risk
• public and limited companies
• general, limited and limited liability 

partnerships
• Crown and public bodies

What the law says
The Health and Safety and Nuclear (Fees) Regulations 
2016 link to external website say that a fee is payable to 
HSE if:

• a person is contravening or has contravened health and 
safety laws; and

• an inspector is of the opinion that the person is or has done 
so, and notifies the person in writing of that opinion.

What is a material breach?
A material breach is something which an inspector considers 
serious enough that they need to formally write to the business 
requiring action to be taken to deal with the material breach. If 
the inspector gives you a notification of contravention (NoC) after 
their visit, you’ll have to pay a fee. The NoC must include:

• the law that the inspector considers has been broken
• the reason(s) for their opinion
• notification that a fee is payable to HSE

Where an inspector simply gives you advice, either verbal or 
written, you won’t have to pay anything for this advice.

How much it costs
It currently costs £129 an hour. The fee will include the costs 
covering the time of the entire original visit. The total amount 
recovered will be based on the amount of time it takes HSE 
to identify the breach and help you put things right (including 
associated office work), multiplied by the hourly rate.

Your fee may include the inspector’s time:

• at your business or workplace
• preparing reports
• getting specialist advice
• talking to you after the visit
• talking to your workers

The fee can vary depending on:

• how long the original visit was
• the time the inspector spent helping you put things right

• the time it took the inspector to 
investigate your case

• any time we spend on 
taking action against you

Find out more
The Guidance on the application 
of Fee for Intervention (FFI) 
document (also available in 
Welsh) sets out the general 
principles and 
approach  

 
 
 
 
 
 
 
 
 
 
 
 
of the scheme. It includes examples of material breaches but does 
not cover every scenario where FFI might apply.

Inspectors will apply this guidance and their enforcement 
decisions will be based on the principles of HSE’s enforcement 
decision-making frameworks – the Enforcement Management 
Model (EMM) and the Enforcement Policy Statement (EPS).

The Guidance on the application of Fee for Intervention (FFI) 
document (also available in Welsh) sets out the general principles 
and approach of the scheme. It includes examples of material 
breaches but does not cover every scenario where FFI might apply. 

Visit the HSE website page for FFI

Some Management Liability or D&O insurance 
products provide cover to protect against FFI. 

If you would like to discuss your own Management 
Liability or D&O policy then please contact us  
on 03453 304 305 or send an email to  
enquiries@prioryinsurance.co.uk 

http://www.hse.gov.uk/pubns/hse47.htm
http://www.hse.gov.uk/fee-for-intervention/resources.htm
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Equipment  breakdown  insurance  —  why  businesses  need  it
Technology is constantly evolving, and whilst technology brings many benefits, ever more reliance on electronic 
components and software is increasing the risk to businesses of equipment failure and breakdown. 

Every business and institution in the world today relies on equipment to operate effectively. Equipment 
failure poses a significant risk to a business’s production and trading position, ultimately impacting on 
the bottom line.

Whilst cover for fire and accidental damage may be included within a commercial property policy, 
equipment breakdown or damage may not be.  Equipment breakdown and damage insurance 
offers businesses protection against unexpected costs associated with the repair and replacement 
of vital equipment.

So what should you consider when looking to cover machinery and equipment?

1. Is the equipment actually covered under existing insurance?  
Property policies typically provide cover for fire, flood and theft, all of which can 
have a significant impact on business interruption. However, equipment breakdown 
may not be covered, which means that a mechanical failure could result in loss of 
business and revenue or even reputational risk.

2. Do the equipment warranties provide the required level of cover? 
Warranties, whilst providing a level of cover, are often only for a limited period 
of time and do not cover operator error or loss of income.

Controlling risks in your workplace
As part of managing the health and safety of your business you must control the risks in your workplace. 
To do this you need to think about what might cause harm to people and decide whether you are taking 
reasonable steps to prevent that harm. 

This is known as risk assessment and it is 
something you are required by law to carry 
out. If you have fewer than five employees 
you don't have to write anything down.

A risk assessment is not about creating 
huge amounts of paperwork , but rather 
about identifying sensible measures to 
control the risks in your workplace. You 
are probably already taking steps to 
protect your employees, but your risk 
assessment will help you decide whether 
you have covered all you need to.

Think about how accidents and ill health 
could happen and concentrate on real 
risks – those that are most likely and which 
will cause the most harm.

For some risks, other regulations require 
particular control measures. Your 
assessment can help you identify where 
you need to look at certain risks and these 
particular control measures in more detail. 

These control measures do not have to be 
assessed separately but can be considered 
as part of, or an extension of, your overall 
risk assessment.

 � How to assess risks in your workplace
 � Identify the hazards
 � Decide who might be harmed and how
 � Evaluate the risks and decide on 
precautions

 � Record your significant findings
 � Review your assessment and update 

If you are confident that you understand 
what's involved, you can undertake the 
assessment yourself. You don't have to be 
a health and safety expert. When thinking 
about your risk assessment, remember:

 � a hazard is anything that may cause 
harm, such as chemicals, electricity, 
working from ladders, an open 
drawer etc.

 � the risk is the chance, high or low, 
that somebody could be harmed by 
these and other hazards, together 
with an indication of how serious the 
harm could be

Acknowledgement: Contains public sector information 
published by the Health and Safety Executive and licensed 
under the Open Government Licence.

To put equipment breakdown insurance into context, here are some examples of 
claims from HSB Engineering Insurance.

• Feed auger failed due to operator error.   
Claim for equipment damage and business interruption - £422,000

• Operator error caused spindle damage within a CNC machine.  
Claim: £38,000

• Heating boiler in a church broke down due to failure of circuits 
within the controls.  
Claim: £7,000

• Power loss over the weekend resulted in loss of stock at a fast 
food outlet.   
Claim: £17,000

If you are uncertain about which equipment in your business needs insuring, contact us on 03453 304 305 or send an email to 
enquiries@prioryinsurance.co.uk   Thanks to HSB Engineering Insurance for their assistance with this article.
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The ef fect of underinsurance on 
business interruption

A manufacturer had a fire at their 
premises and lost everything. 
When they initially took out 
their insurance they had decided 
that they could recover from any 
major event within 12 months. 

As a result they decided not to take out 
business interruption insurance to cover 
them for loss of income for that period.

Although the repairs were covered by 
the property insurance, the extent of 
the damage and the specialist nature 
of their business meant that planning 
permission, repairs, the build time 
for machinery and time to regain lost 
custom would take three to four years. 

This was significantly longer than they 
thought when they calculated how long 
they would need business interruption 
insurance, meaning they were seriously 
underinsured.

The company therefore needed to fund 
the costs related to the loss of income 
themselves after the insured 12-month 
period. The estimated amount they were 
uninsured for was £7-10 million – costs 
they simply could not carry themselves. 
Sadly, the business had to close with the 
loss of a number of jobs.

It is important to get professional help to 
make sure you have the right amount of 
insurance cover for your business.

Buildings insurance reinstatement cost 
valuations should be carried out by 
qualified building surveyors, whose 
activities are regulated by RICS (Royal 
Institution of Chartered Surveyors), 
following the guidance contained within 
current Practice Standards issued by RICS.

Priory Insurance Brokers Ltd
4 Fairland Street
Wymondham Norfolk NR18 0AN
03453 304 305
enquiries@prioryinsurance.co.uk
www.prioryinsurance.co.uk

Priory Insurance Brokers Ltd is authorised and regulated by the Financial Conduct Authority (FCA).  Registration number: 300596. 
Registered in England, number 3464772  Registerd office: 4 Fairland Street, Wymondham, Norfolk, NR18 0AN

Our firm is a member of COBRA Network, one of the UK’s largest organisations of independent 
commercial insurance brokers. This gives us significant negotiating power in the insurance market. 
We fully retain our business independence and take advantage of this combined negotiating 
strength to ensure we provide you with insurance cover that best meets your needs at the 
most competitive rate. The combination of our personal service and the powerful resources and 
support of a larger organisation puts us in a unique position to meet your business and individual 
insurance needs, enabling us to deliver and maintain excellent client service.

Aviva has launched a guide to help businesses 
like yours understand the cost implications of not 
having the right amount of insurance.  In the life of a 
business, there are times when the insurance needs 
have changed and need reviewing.

Aviva’s SME Pulse earlier this year found 1 in 5 SMEs were not 
confident that they have the right insurance cover and that’s 
a situation that could leave them out of pocket. For example, 
looking at a sample of clients where underinsurance was 
identified, Aviva’s survey team found 177 cases where customers 
had been underinsured on average by £486,000.

Up to 40% of businesses have not reviewed their 
level of insurance coverage in the last 12 months*

Aviva has put together a top ten list of examples where your 
insurance needs might have changed:

1. you haven’t had your property professionally valued for 
‘insurance purposes’ in the last 3 years

2. you have altered or extended the property

3. your insurance cover has been based on the market value 
of the building instead of what it would cost to rebuild your 
property

4. you haven’t factored in costs for gates/fences, car parking 
areas in your calculations

5. your property is a listed building (because the time and cost 
of repairs/rebuilds are likely to be far greater) 

6. you haven’t factored in the costs of professional fees such 
as an architect or surveyor

7. you haven’t factored in costs such as site clearance or 
access – particularly where your business might need, say, a 
crane to help with remedial work 

8. you are carrying more stock now than you did when you 
took out your insurance policy

9. you are now VAT registered

10. you have some new plant or equipment that you haven’t 
told your broker/insurer about.

It is important to get professional help to make sure you have 
the right amount of insurance cover for your business. As your 
broker, we are here to ensure you and your business is properly 
protected. If you have questions, contact us on 03453 304 305  
or send an email to enquiries@prioryinsurance.co.uk  

Guide to the correct cover
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